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A QUICK
SUMMARY

By fall 2015, over half of the debit ana
credit cards issued to U.S. consumers

were reissued as EMV-enapled cards with
embedded microprocessor chips that add
a layer of protection to the purchase to
deter credit card fraud.

For retailers, the switch to EMV means
adding new in-store fechnology and
iNnfernal processing systems. Restaurateurs
need to review their point-of-sale (POS)
systems with their provider, including
hardware and soffware, and defermine an
upgrade strafegy that works best for them.,

Read on for some lbackground and some
key points fo think albbout.
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EMV
BACKGROUND

EMV - named for developers Europay,
MasterCard and Visa - is a global payment
system that has bbeen widely used in Europe and
Asia and will soon become the standard type of
credit card used in the United States,

The systermn was developed to ensure a consistent
experience worldwide, or inferoperability, between
next-generation, chip-and-pin based payment
cards and ferminals. According o the smart Card
Alliance, more than 80 countries globally are in
various stages of EMV chip migration', including
Canada and countries in Europe, Latin America
and Asia. In parts of Europe, more than 95
percent of terminals are chip-enabled.

The United States is one of the last countries to
migrate to EMV. But Visa, MasterCard, Discover
and American Express are all moving to an EMV-
based payment infrastructure here? The transition
to chip cards is the largest overhaul since the
iNnfroduction of the magnetic stripe fo the credit
card industry in the early 1970s.



In the United States in 204 alone, credit card
fravd preCI the scales at 316 billion dollars.

EMV
BACKGROUND

Although U.S. consumers have been

U.S. credit/debit cards receiving reissued chip enabled cards, only
EMV-enabled in about 54% of the 1-billion-plus credit, debit
and prepaid cards in the United States had
EMV chips by 2015% But, it's predicted that by
the end of 2017/, 8% of U.S. cards will be EMV-
enabled”.

EMV debit and credit cards are embedded
with a microprocessor chip that provides

98% strong fransaction security features and
other applications capabilities not possible
U.S. credit/debit cards i " ' .
EMV-enabled by 2017 with fraditional magnetic stripe cards.

Tradifional cards, with a magnetic stripe, hold
static information that does not change
once encoded by a card’s manufacturer,
EMV smart cards, with the chip, generate
dynamic data for each tfransaction, which
makes it harder for criminals fo pick up useful
payment datfa pieces and use them again
for another purchase.

This is significant in the United Statfes as in
2014 alone, credit card fraud tipped the
scales at $16 billion dollars®.

I to Merchants Bear EMV Chip: Report,” Digital Transactions, December 16,2015

Mobile Payments Today, Sept 30,2015
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EMV
BACKGROUND

There is no mandate for a merchant 1o
implement EMV but in October 2015 there was
an important milestone in the U.S. transition to
EMV when the Payment Networks' Liability Shift
associated with EMV took effect. The major
card rands - Visa, MasterCard, Discover and
American Express - announced new rules
wherein the liability for counterfelt fransactions
shiffted 1o the party that has not implemented
EMV capabilities.

Following the Oct. 1, 2015 deadline, card-present
fraud liability shiffed 1o whoever is the least EMV-
compliant party in a fraudulent fransaction.

The real-life impacts have been huge.
Before, if an in-store fransaction was conducted
using a counterfeit, stolen or compromised card,
losses from that fransaction would fall back on
the payment processor or issuing lbank. Now,
they will fall fo the business where goods or
services were purchased - if that busines was Not
EMV compliant.

This also includes customers purchasing gift
cards and paying for food with their own EMV
card, then falsely reporfing the charge fo their
bank as fraudulent, forcing the restaurant fo
absorb the dispute. One CBS client estimated
these charges af more than $100,000 a month
pefore implementing EMV.



EMV
BACKGROUND

Consider the example of a financial institution
that issues a chip card used at a merchant
that has not changed its system fo accept chip
technology. This allows a counterfeit card o e
successfully used.

The cost of the fraud falls on the merchant.

Clearly, the shiff in liability has a major impact
on any refaller - including a restaurant - that
has not changed ifs system to accept chip
fechnology.




POS

HARDWARE & SOFTWARE

The shiff to EMV debit and credit cards has
restaurants and other merchants across

the country reviewing their POS systems for
compatibility, including hardware and soffware.

The transition to an EMV-compatible POS strategy
could prove easier for small operations that may
e able to move o EMV by simply adding @

new external pin pad. For example, Dallas-based
Wingstop is installing add-on services fo existing
POS terminalst. The company’s chief technology
officer has said he expects the fransition 1o be
easier for Wingstop than for some other lorands
ecause the 550-unit chain typically has only two
or three ferminals in each sfore.

But the larger restaurant chains will likely have 1o
invest heavily as they look fo upgrade thousands
of ferminals and systems.

Among the many considerations for review
iInclude understanding how the EMV chip is
different from PCI Security Standards and how
they work together, as there exists some confusion
as to whether EMV makes PCI DSS redundant”®,

Anofher major decision that has to be
considered is whether 1o go with a dual
inferface - a system that accepts contact or
contactless card reading.
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POS

HARDWARE & SOFTWARE

Just like magnetic-stripe cards, EMV cards are
processed for payment in two steps: card reading

and fransaction verification. However, with EMV cards
the once quick card swipe has lbeen replaced by a
dip,” which means inserting the card info a terminal
slot and waiting for it 1o process. When an EMV card

s dipped, data flows between the card chip and the
Issuing financial institution fo verify the card’s legitimacy
and creatfe the unigue fransaction datfa (dipping takes
longer than swiping).

EMV hardware can also support contactless (or
wireless) card reading including phone payments such
as Apple Pay and Samsung pay. Instead of dipping

Or swiping, such cards are tapped against a ferminal
scanner that can safely pick up the data from the
embedded computer chip.

The choice belongs fo the merchant or restaurant. As
dual inferface (credit cards + fap-fo-pay) is the wave of
the future, the business may want fo “future-proof”” their
INvestment as much as paossitle.

Another decision has o do with whether o require a
PIN, a signature or neither for cardholder authenticatfion
IN a debit fransaction. The Durbin Amendment gave this
authority to merchants for the first time for detoit cards
and it is just now being phased in for magnetic stripe
fransactions. This decision is also based on what issuers
allow on their chip-based cards',
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POS

HARDWARE & SOFTWARE

EMV compatibility will also loring procedural
changes af the POS''. Customers who are
unfamiliar with the chip-foased cards will need to
e shown the right way fo insert or tap their cards
In or over the devices and then to authenticate
their identification. Employees will need to
understand these new procedures in order to help
customers and o explain the security benefits as
customers complain or ask guestions.

Considerations like these along with the liability
shiff mmake it critically important for restaurant
businesses to review and discuss their upgrade
plans with all relevant partners — especially their
payments processor and POS provider,
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EMV: THE BENEFITS
TO YOUR BUSINESS

A study released in Summer 2015 by Hospitality
Technology reported that only a quarter of
restaurants have a plan for EMV adoption'?
and yet the benefits cannot be denied.

As one major processor of credit cards has
summarized'3, "EMV benefits everyone associated
with your business. Consumers have fewer reasons
to worry about the security of their payment
informartion and will have a payment card that
works anywhere in the world. Your business benefits
from the reduction in card fraud resulting from
counterfeit, lost and stolen cards!”

RBenefits:

Decreases fraudulent fransactions and
chargebacks, saving you money.

Increases security and fraud profection.

Prevents the use of counterfeit, lost and/or
stolen cards.

Reduces skimming cards at the point of sale.

Improves customer convenience and speed of
fransaction with the capability to accept Apple
Pay and ofther NFC payments,

Affer-hours balancing procedures are
stfreamlined and shortened.,




EMV: THE BENEFITS
TO YOUR BUSINESS

Still another emphasizes the dramatic
INncrease in security and functionality that are
offered by the cards: "They can e thought of
as confaining a system-on-a-card that protects
cardholder data, payment credentials and
card based applications—making it virtually
Impossible to extract information and create
counterfeit cards, which is one of the greatest
sources of fraud with fraditional magnetic
stripe cards.”

For the guick-serve restaurant, we could see
an improved speed of sale, saving fime with
the capability to accept Apple Pay and other
NFC payments,

EMV also provides a roadmap fo moblle,

where POS ferminals that support contactless

EMV will in furn enable EMV on NFC (near field

communication), meaning merchants and

restaurants can fake advantage of all manner

of popular payment methods, as well as the

latest loyalty, location-based and couponing 5
capability of mobile . A

Make way for the EMV credit card.




Readﬁ o Make the Switch to a
Smavter PlatForm?

CALL US TODAY.

We are experienced market leaders who know the
restaurant industry like nobody else. Our technology
springs from fresh ideas, made fo order, that bring
fogether all the fechnology that you need for success.

small or large business, we've got a system that is right
for your operation.

1-800-551-/76/74

www.cbsnorthstar.com
INFO@CBSNORTHSTAR.COM



